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Installing & Configuring Windows Server ®

Active Directory Installation & ©
Management

DNS & DHCP Configuration ®
Group Policy Management *®
Organizational Network Administration ®

Final Project — Secure Domain *®
Environment

Linux Fundamentals

— Linux n'7vonn no>vn NX 11N 0t 71Tina

,0102 NIT79 1TN7N 1210N 071V 7W N2'70 NDVN
DNINY ,NINW,NIXYIN , DWWUNNWNT 01X1{7 71013
1727nn qo1a .ni72an 71031 (SSH, FTP, SMB 1))
NDIVN NNW7N1 N77N 11NN9 , 0NN 7101
.DT7NN 0170 NItV

Linux Distros & Installation ®
File System Structure ®
Users, Groups & Permissions ®

Network Configuration & *®
Troubleshooting

(Package Management (APT & GitHub ®

Service Management (Apache2, SSH, *®
(FTP, SMB

Linux Hardening & Security ®

Final Project — Secure Linux Environment ®

[ x'w20
Web Application

Fundamentals

1M1DN1 DNNXN NI 071V 7V 1TR7N AT 71TIna
NIYT D102V NN NA171ID0NT NOWN NIX
JavaScript-1 HTML, CSS oy 11ayn .01103'Xn
D17V101 D1AXIVD ,011132 DINX TXD 11207 171D
NV 0OV NT12V2 10INN 90132 .0W770 MINXND
7v1 nx71'7oxn nIan 7v 1Tn'7n ,PHP-1 XAMPP
INX 132N 71TIND D02 .DWNNIWN 1077 7101
.0D7WN 1001 LIVINX

Web Components & Technologies *
HTML Fundamentals & Structure ®

Al-assisted Ul generation and code *®
scaffolding

CSS Design & The Box Model *®

Al-based CSS and layout conversion ®
from design mockups

JavaScript Basics & DOM Manipulation ®

DOM code interpretation and live ®
debugging with Al

Web Application Structure & Forms ®
XAMPP Server & PHP Basics *

Final Project — Basic Website *®
Development

Windows Server

DNWN NIDIVN NIX 1207 DONX WD AT 71TIN
121700 NX 110N .Microsoft man nimaaxn
Windows 7w nx 111031701 710130 ,n37nnn

DIMNITI DWNNWN 7101 7V 1TN'7N ,Server
MW 0y 172N ,Active Directory nivxnxa
(GPO) n'mx1aj7 niartn 1vv1ant DHCP-1 DNS

N21207 NI TN WAT .NIJ11IX 12120 NNVAXYT
JIXWIN 7101371 X700

Hardware & Virtualization Fundamentals ®



Responsible Al, Ethics & Implications ®
LLM Vulnerabilities & Mitigating Risks *®

Al Agents, Safety & Future Directions

Cyber Infrastructure

NIOM7N NITMYNN 071V 1i770YN AT 717N
NIYW71N 7x371 N19N7 ,N1Nt7 TX1D 1TN7M

NON7N 721 10INN .NI'NX NYI NIA1A0A
,Metasploit-1 Wireshark, Nmap 1n>

MITM, ,Network Scanning n1oj7nn 1vxan
D'9;71nN TX1D 131271, Password Cracking-1
73 Social Engineering=21 OSINT-2 n'wnnwn
NWYN Ni7'0;719 WIITN 71TINN .0I1X7 1TNY
DINTZNN NOW7N NIMN7ITIND DIY™M

Wireshark Fundamentals & Filters ®

MITM Attacks ®
(ARP Spoof, DNS Spoof, SSL Strip)

OSINT & Social Engineering Tools *

Social Engineering Techniques Using *®
Artificial Intelligence

Network Scanning *®
(Nmap, Hping3, Banner Grabbing)

Password Cracking ®
Brute-Force, Dictionary Attack,)
(Hashing

Metasploit, MSFVenom & Known CVEs ®
Wi-Fi Attacks & Evil Twin *

Web Anonymity
(Proxy, VPN, TOR)
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Cisco - Introduction
to Networking

D'71y2 O7X1IN NITIO! 027 {73V 0T 71TIN
,0171;710119 ,NIY{7N 1320 7V 1TN7N .NINwIn
10NN .(DANNI D1ANI) NIWZN TIXT N1A71910
VLAN, ninTanvxan,Cisco 7w I0S ny nTiava
,(Dynamic Routing (OSPF, RIPv2-1 Static

1N N1'D02 NNLAX N17'ID0 11DN1
.ACLs-1Port Security

Network Types, Media & Topologies *®
TCP/IP Model and Layer 4 Protocols *
Cisco I0S Fundamentals ®

Switch Configuration & Security ®
(Port Security, SSH)

IP Addressing ®

Subnetting ®

(Routing (Static/Dynamic ®
VLANSs & Trunking ®

(ACLs (Standard & Extended *

Infrastructure Services ®
(NAT)

Final Project — Enterprise Network *®
Management

The Foundations of Al for
Security Professionals

TMIDX70N N30 NITIO NIX 007 1121 AT 71TIN
7v wiT 1N, (Al -Artificial Intelligence)
GenAl 7v 107N Qavon 071v7 on7w NoIn7an
nn Tx1,(LLMs) 071710 nown "7TIin NiTion
10NN .NNVAX TWIX 7Y NTIAVN (91X NIX DIWND
10T ,10NIVIX NNLVAX NINYJ7 LLMs-1 winwa
TNV NY702 1DMONT,DMNTXI WYITIN ,11'W19
.GenAl 7w DTy 0121121 0'NONN 0130100

Al, Machine Learning & GenAl *
Landscape

LLM Foundations ®

Automated Security Analysis ®



Linux Privilege Escalation (Shadow File, ®
(Crontab Exploitation, SUID

Al-recommended payload staging and *®
obfuscation ideas

Permission Misconfigurations & ®
Automation

Unquoted Services ®

DLL Hijacking & Injection *

Advanced Infrastructure
Attacks

7V NINTZNN N19H7NA 1Ti7NNN AT 71TINA
Lateral n1j7'300 17071 .N111a7X M12120
,Kerberos '71i7101190 1130 n1oy7nn .Movement
Reverse n1tva 0mianx DY 7v NV7nwn
PowerShell 2 win'w Tx7 — Tunneling 1 Shell
JNIMUN 7w 0T7nn 718137 Impacket Scripts 1
nioznn 1vxani Office n13o1na mw7in 17xIn
11N, Credential Harvesting 1 SMB Relay 1n>
.N11I0TY Red Team nimi7Zimnna winw

Domain Enumeration & Discovery *

Lateral Movement (PsExec, WinRM,
(Impacket

Al-generated Impacket and PowerShell ®
command sets

SMB Relay & Responder Attacks ¢

PowerShell Offensive Techniques & *®
Obfuscation

Office Exploitation (VBA, DDE, Macro ®
(Attacks

Safe Al-generated macro or document ®
exploit PoC templates

SFX Archive ®

Reverse Shells & Network Tunneling ®
((SSH, Ptunnel, Dnscat

Guided Al explanations of Kerberoasting ®
and domain abuse steps

Kerberos Attacks (Kerberoasting, Pass- *®
(the-Ticket, Golden Ticket
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Foundations of Digital Defense

NNLVAX 1MV OIN — SOC-N D71V NX 11DN DT 71ITINA
NNJ7 1TN7N .071va ononn SIEM-n 70 nx1,vTn
NI97NN 17N71 NNX 1NTA DVINTX NINT7 ,N112VN
qo1a .ELK Stack-1 Splunk > n1>ayn nivynxa
D'VITX NINYJ1 NN ,NYVIN NYXAND TXD 132N
N WYN 71200 7710 71Tinn .0miaaxa (DFIR)
.NOY7NYT7 NIX7TIX AT, 0117 NN D710

Introduction to SOC & Cyber Crime Concepts ®
Firewall, WAF & IDS/IPS *

Snort & Honeypots ®

Al-generated detection rules ®

SIEM Solutions ®
(Splunk, ELK Stack)

Log Collection & Analysis *®
(Syslog, Event Viewer, Apache Logs)

Automated log normalization and enrichment ®
using Al

WEC & WEF *

Automated Incident Detection *®

DFIR Concepts & Threat Hunting ®

Cross-Platform Elevation of
Privileges

NIXYIN NAYN7 NINTZNN NI0WA Ti7NNN AT 717N
N171300 1NN .Linux~1 Windows ni1>1vna 7101
71x1 Privilege Escalation, Credential Dumping

nini 7x%7,DLL Hijacking™1 mianunn nimwn
710N .0moN Payloads nxan1 noavn miwin
N7V N1;71300 DY NIMNHX NI9T7NN 7w N TN7 A7UN
.07 TN INX7 N12j7V DONoN1

Windows Privilege Escalation ®
Sticky-Keys, Defender Bypass, Credential)
(Dumping

Mimikatz & Post-Exploitation ®

Mimikatz output parsing and explanation ®
with Al



Ethical scraping and data validation with ®

Al assistance

Al-driven risk simulation and safe demo ®

scaffolding

Protocol Communication & Banner ®

Grabbing

Web Application
Penetration Testing

JIIATIND 2NN NIOH7N NIX N0INY 'WYN 71TIN
,OWASP Top 10 ,0'NW1 017177101197 X120
SQLi / XSS / CSRF / SSRF / XXE 7w '71x131 1N2X
Burp/ZAP, SQLMap,) 01751 winw ,/ LFI/RFI
70N 7v waT awix7n PT miT namot (WPScan
.D1210 L7'11O DY X7V N7T2

Web Technologies & Server Basics ®
OWASP Top 10 & PHP Vulnerabilities ®
Burp Suite / ZAP Usage *

XSS e

Al-generated payload families and sink/ ®
source tracing

Automated input payload wordlist *®
generation using Al

SQL Injection *
NoSQL Injection *

Al-crafted payloads for SQL/NoSQL *
injection engines

Authentication & Authorization Failures ®
SSRF & XXE ©

Safe external/internal entity PoC *
generation with Al

File Inclusion & Upload Vulnerabilities ®
PT Flow & Report Writing ®

Al-produced penetration testing report ®
summaries

VTID NNOAX1 1210 O1y7 12

Python Programming
Essentials

JINM9 DY DIIWXIN DTTYX] DONX N7 0T 71T

NNX7319 ,NIX7171 DXIN ,0INWN ;002 12NN
7TN D102 NIJ7N7 TV 71TINN .NIXIAY 710171
NINWN VIX1A1 010IYO 009170 DV NTIAVa
OV DUXNXVY DYV 0171100 7710 .01¥NI10IX
N1IINNO1 N7

Introduction to Python *®
Variables, Conditions & Loops *®

Al-generated code error scenarios for ®
lab practice

Functions & Modules ®
Exceptions & File Handling *®

Al recommendations for exception ®
handling patterns

Basic Automation Exercises ®

Python Programming
for Security

.NNVAX DIIXT [IN1O2 WINTWA NI 710VYD 71TIN
NYI NIW7N ,NTTTN NI77TA7 0101w 0173 NI
7v Tinn .web scraping-1 017 min1 ,sockets
reverse shell banner,) D107 D07'119 7117N
NI'YIN'Y T1j7 N1JAN NI (grabbing scripts
12112 121 TNW 1NON AsyNnc 110N .JOIN NI7' 712
NN NNXY NTIN77 TVIn

Data Structures & Advanced Loops ®
File System & Error Handling ®

Code Organization ®

Web Communication (Requests, ®
(BeautifulSoup

Al-generated Requests and ®
BeautifulSoup skeletons

Dynamic selector and parser ®
recommendations using Al

Socket Programming & Reverse Shells ®



NINXY NTN72 INDIOX ()

Advanced Threat
Detection & Response

17 13012 AN7N — NINXY ATN71 WY 71N
1777 0T 71TIN2 . NM07XI0IX 71100 NITAVNI
1WIIN1,NI701 TN NN7NNT DX NN 071VY
WINX7 NA1INT NINYI N7 DI TZNN1 DUWYN 0170
710131 N1 T1N2 10INN TIN'7N 17002 .0120711N 1210
o Tynn SIEM ninnno mmwnn, EDR nidwwn 7w
1000 NN Vxa7 1NN, ELK-1 Splunk 'oo1an

TIX 7N1V7 171N Q0112 07713 X277 7w DI T
mwnn1 RAM 1ot nizn ivyan , DFIR nianzy
TV 1NN A7WUN — 0X7N N21N1 07N 1D170N
.DMINXN N3N0 1313130 2101 0'N§77 Ni79N7

EDR Configuration & Policy Management *®
Advanced Threat Response ®

Splunk Architecture, Data Ingestion & *
Dashboards

ELK Stack Setup & Log Correlation ®
SIEM Integration & Alert Optimization ®

Introduction to Digital Forensics & *®
Incident Response
(DFIR)

Malware Analysis Fundamentals ®
(Static & Dynamic)

Behaviour Analysis & Sandbox ®
Techniques

Memory Acquisition & RAM ®
Investigation
(Volatility / Rekall)

Case Management & Incident ®
Documentation
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Mobile Penetration Testing
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Android & iOS Fundamentals *®

Android App Structure & Emulators ®
ADB °*

APK Reversing & Build Process *®

Traffic Analysis & Proxying ®

(SSL Pinning & Bypass (Frida, Objection *®

Al-suggested Frida hooks and bypass ®
strategies

Static & Dynamic Analysis (MobSF, ®
(Drozer

Al-based MobSF report summarization ®

Android Malware Basics & Payloads ®

TDX-Arena Practical Exam
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.nwnY7 (hands-on) NiTiay 70

TDX Challenges & Scenarios *®
Hands-On Practical Exam *®

Final PT Report & Portfolio Submission ®
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