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- Jobs Title and salary Linux Fundamentals

. Linux Operating System
Introduction to " Overview

CYbersecurity - User and Group Management

- Linux File Permissions
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- Linux Shell and Terminal Usage
- Laws and Regulations . :

+ Linux Common Services
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- Top 10 Cyber Security Attacks Active Directory and DC

- Introduction to Windows Server

Windows Fundamentals - Installing Windows Server and
Windows 10

- Windows Operating System
Overview

- Package Management

- Creating a Domain Environment
- DNS (Domain Name System)

« DHCP (Dynamic Host
Configuration Protocol)

- User Accounts and Permissions
- File System Security (NTFS)

- Windows Services and

- User and Group Management
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Security - Group Policy Objects (GPOs)

- Windows Updates and Patch
Management
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Scripting and Web Application Fundamentals
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- Final Exam Preparation

. Error Handling and Debugging - Introduction to Bash Scripting
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: . - Control Str r
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- HTML (Hypertext Markup
Language)

- CSS (Cascading Style Sheets)

- JavaScript and the DOM

(Document Object Model) - Working with Files and
Directories

- Input and Output
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- Error Handling and Debugging

« Introduction to Front-End
Frameworks (e.g., React,

Angular, Vue)
- Backend Development
- Databases and Data Storage - Introduction
- Web Application Architecture - Syllabus

- Web Requests and Responses

- PHP for Web Development :
Python Programming

- Databases Management
- MySQL

and Scripting

- Introduction to Python
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Web Application Security cripting vs Programming
- Variables, Data Types, and Operators

- OWASP Top 10 - Part 1 - User Input and Conditions
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- Input Validation and Output - Functions

Encoding

- Data Structures
- Authentication and Authorization
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- File Handling

- Error Handling
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- Debugging and Testing
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Defensive Cybersecurity

SIEM Fundamentas

- Introduction - Security Architecture Design

- Syllabus - SIEM Components and
Architecture

- Building QRadar SIEM

Introduction to SIEM Environment
& SOC Service - Troubleshooting Lab

Environment

- L llecti
- Security Operations Center (SOC) A(s)g%grce?gaiicct:mon and

- Roles and Responsibilities . Event Correlation and

- Cyber Kill Chain Normalization
- Attack Types - Creating SIEM Rules and Use
. MITRE Attack CEBEE

- Log Analysis Fundamentals
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Cyber SeCU”tY SYStemS - Alerts and Notifications

- Security Architecture Design
- Endpoint Protection Strategies
- Network Security Devices
- Web Security
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- Malware Types
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- Indicators of Compromise

(100)
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- Behavioral Analysis
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- Packet Analysis

- Analyzing Malware Behavior

- Analyzing Malware Network
Behavior
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Memory Analysis Incident Response

« Introduction to Memory - Introduction to Incident
Forensics Response

« Memory Analysis Techniques - Windows Malware

- Identifying Malicious Detection
Processes - Website Defacement

- Analyzing Network
Connections

+ Code Investigation - Introduction to Digital
Forensics
. . - Digital Evidence Collection -
Static Analysis -
- Static Malware Analysis - Digital Evidence Collection -
- Understanding PE File Sl
Format - Forensic in Incident
Response

- Identifying Packed and
Obfuscated Malware - File Systems and Data
Recovery

- Hashing and Checksums

Offensive Cybersecurity

Linux Privilege Escalation Windows Privilege

Escalation

- Files and Users Privileges

- Information Gathering - Information Gathering

- History Search and Transcripts - Search for Interesting Files

- Service Footprinting - History Search and Transcripts
- Automated Enumeration - Automated Enumeration

- Scheduled Tasks - Service Binary Hijacking

- Setuid Binaries and Capabilities - Scheduled Tasks

- Sudo Enumeration - Public Exploits

- Passwd File Enumeration - Sticky Keys

- Automated Tasks & Permissions - Common Tools

- Misconfigurations
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- Known vs Unknown Threat - Introduction to Penetration

- AV Engines and Components Testing

. Detection Methods - Syllabus Digital Evidence
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- Bypassing Antivirus

Detection

- Testing for AV Evasion External Tests

- Evading AV with Thread
Injection - Information gathering

techniques
- OSINT Tools
- Social Engineering
- Client-Side Attacks

AD Enumeration - Red Team Operation

- Simulated Attack

- Automating the Process

- Obfuscation Methodology

- Manual Information

Gathering
- Enumerating using
PowerShell and .NET Classes Internal Tests
- PowerView - Network Scanning
- SPN (Service Principal - File Transfer and Compiling

Names) Enumeration . ARP and DNS Spoofing

- Encryption, Hashes and
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- Enumerating Object
Permissions

- Password Attacks
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- Pass The Hash

- WMI and WinRM . NTLM Relay

SARSEXEC - Password Manager
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- Pass the Ticket « SMTP Enumeration [25/TCP]
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« SMB Enumeration [445/TCP]
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